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Security solutions may tackle half the risks—the
external ones- but employees can put corporate

data at greater peril
BY BERJES ERIC SHROFF

As an IT manager, vou have deploved the best
firewall: perhaps even dual firewalls from differ-
ent vendors in series, intrusion prevention and
detection systems, and have even got somebody
to constantly monitor the audit logs.

Excellent! Your corporate data is safe, right?

Wrong!

Sorry to burst the bubble, but by deploving
these technologies, yvou've merely secured vour
corporate data from 30% of the threat -- the
external hackers, who would have to bypass the
security systems to play havoe on vour network.
What about the remaining 50%?%

But whoe exactly arve this 50%% What threats
do they pose?

This other 50% are none other than vour
own internal employees, They are the ones who
have access to corporate data and thus are in a

position to misuse it. They are the ones who have
been provided the IT facilities by you, misuse
of which could lead to a legal suit against vour
organization. They are the ones yvou trust with
the data and the IT facilities, or can you? Well,
they are the weakest link!

S0, can vou protect your data from the ones
who have been entrusted with the same? Can you
protect vour organisation from legal action as a
result of employees’ misuse of an IT facilitv?

Mo system in this world is 100% secure, but
ves, you can take steps to mitigate the risk.

Latest trends show that over T0% of data
theft is carried out by internal emplovees, He
may be that disgruntled employee sitting in
the corner, or the one wanting to leverage vour
corporate information to secure that job with the
competition, or even someone who's secretly on
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the payroll of vour competitor and may
be getiing pakd for siphoning your data
and trade secrets.

The IT manaper necds (o be
eeeptical and at thmes even paranoid
in identifying the risks to gauge the
magnitude of possible damage. How
can they misuse eorporate cmail? Can
they take confidential hard copies of
the data outssde the office? What about
the Intemet? Blackberry is available to
them for aceessing corporate emails and
bozs of thiz could alas result in leakage
af data. Alsgo, USH is an excellent mode
of siphoming off data.

30 what can you da? How can vou
wibdress the risha?

Implementation of technical controls

THE SOLUTIC

ONTROLS,BUT A
DLO
TRAINING

such as web content ﬁ!l:-:'riug, email
menitoring. and disabling nF'L'EHpDnIH
can e enforced as the first step.

Technical controls are very effective
1o an extend. but what happens when
something beyvond the control of
technology takes place?

Zq, the answer fo the conundrum
lies not just in implementing technical
controls. but augmenting lechnology
with policics and training. Policics
should be well planned, and as far
as possible, address each security
keophale, which at times may not be
comdrellable through technology,

Bevelation of a PCs network
confliguration as a result of a social
engineering attack could pose a serious
security threat. Access o exbernal
email such as Yahoo or Hotmail
could be disastrous, sinee you would
never be able 1o trace what data was
leaked using this facility, An abusive
or sexually-oriented email from the
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corpornde email faeility could resull in
legal action against the organisafson.
Usr of the corporate nietwork s Internet
amnd Wi-Fi I':.-l:i]il:.' {4 i.I'Iug:'l'Il:r ACCCES
another organisation™s netwark can
imvite serious begal actions agains the
crganisation,

As =stoded carlier, policies. should as
far as possible address each securily
loophale. Senter managemend suppaort
for the implementation of these policies
is very crwcial and cannot be streseed
upon ensugh, The policy document
liself should be signed by the top
managoment,

Also, creation of policies  is
fime, bt what about when these
policies are violated. intentionally

ml ANL

or unintentionally® IT managers are
in ni position (o frame penaliies or
punishment as a result of vielation of
policies. nor are they inoa positlon to
decide as to what action can be iaken
agains (v enploves wlho has viokated
the podicy.

Support and  involvement  of
legal and HR departments is very
eszential when framing polices and
determining the aclion to be faken
in the event of a wiolation. Withoui
the imvalvement and guidanee of the
HR and legal depariments, penaliics
and punishments stated in the policy
document may not hadd groumd,
bevanse they may nod be implementable
ar enforceahle,

Onee you have the involvement ol
the legal and HR departments andd
the top management has signed the
policy decument for conveying it o ihe
employees, docs the buck stop there?
There are two more very imporiant

and exsential steps for the swecess of
e pobiches and guarding the corporate
data against amy misuse.

One imporiant step is scheduled,
periodie teaining. All emplovees,
irreapective of their designation. need
it be trained in all aspects of security
that Forwm part of the polley, Failure to
i 20 may resull inoan employes cither
Forgeeiting whiat he hias signed o or o
unclerstanding what o partheular point
i Ve policy meams.

S0 who conducts this training? 1
a =zenior execulive volunieers of is
convineed 1o eonduct this raining for
the employees with the help of the [T
manager, it will have a much greater
impacd. However, il the IT manager
makes the presentation. then it {2 a
good idea that a senbor executive of
the company al least introduces the
IT manager and stresses upon the
management’s mbent and serioesncss
om the topic.

Training should be carried ot
annually or biannualhy: There can [
sperial fraining sessions for the denor-
meosh management aml elipecbors.

The ather important step iz that each
and every employes (including the
senior-most management) gns thie
declaration stating they have riad and
understosd the policy document il
agrees (o abide by all its provisions,
heath in better and in spirit. This signed
document peeds io be retained by the IT,
legal or HR departments. Else, in case
of a violation. the employes may plead
ignorance of knowledge about the IT
policies of the organisation.

Policy must be accessible to an
emploves at all times. cither as 2 hard
copy domument, or on the company's
intranct. Also, a distinction should be
dravwn between a policy, a standard and
a guideline and this must be explained
to erployees during the tralndng. B0
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